
           

COMPLETE VISIBILITY 
ACROSS YOUR NETWORK
for Internal Investigations, Network Security,  
e-Discovery and Policy Enforcement



Explosive growth in the volume of electronic data stored on your organization’s 
network coupled with the risks associated with malicious network activity and 
improper handling of private information such as credit card data has created the 
need to conduct discreet digital investigations over the network.

The enormous costs, regulatory risks and business disruption associated with the 
traditional methods of forensic-level enterprise investigations can 
handicap corporations of any size. 

Armed with EnCase Endpoint Investigator, organizations and government entities 
have the capability to reduce exposure to risk by quickly and accurately addressing 
corporate policy violations such as intellectual property theft, employee fraud 
and employee policy violations. Organizations can also respond to regulatory 
data requests such as those required under Sarbanes-Oxley. EnCase  Endpoint 
Investigator gives you the power to search, collect, preserve and analyze the vast 
amounts of data associated with doing business today and generate detailed reports 
on those findings — all from a central location with minimal disruption — no matter 
how large and complex the network environment might be.

EnCase Endpoint Investigator also acts as a platform to establish a complete 
enterprise-wide investigative infrastructure by adding the capability to proactively 
identify and recover from undiscovered threats and secure sensitive data (EnCase® 
Cybersecurity) and respond to eDiscovery requests in a method compliant with the 
Federal Rules of Civil Procedure (EnCase® eDiscovery).

ENCASE® ENDPOINT  
INVESTIGATOR FOR  
CORPORATIONS

ENCASE ENDPOINT 
INVESTIGATOR PROVIDES 
A SINGLE PLATFORM TO 
ANSWER ALL YOUR DIGITAL 
INVESTIGATION AND 
E-DISCOVERY NEEDS

Court-validated evidence file

Network-enabled

Scalable

The deepest level of forensic  
analysis available

Detailed reporting and analysis

As an office of one, EnCase Endpoint Investigator is my 
capstone forensic tool. It provides critical force multiplication 
factor that allows me to keep up with my heavy workload of 
forensic cases in addition to my normal duties as Information 
Security Officer.” 

- Johnie Sullivan, 
Information Security Officer & Forensic Investigator, UNLV



ONLY ENCASE SOFTWARE 
CAN DO THIS:

• Ensure confidence in the 
defensibility of findings with 
court-validated evidence handling 
technology

• Scalable to cases from a few 
megabytes to petabytes of data

• Investigate individual or 
multiple machines running on 
Windows, Linux, Solaris or Mac 
OS X for sensitive information, 
unauthorized processes and 
network connections

• Investigate multiple machines 
with different operating systems 
simultaneously in a secure, 
consistent and forensically sound 
fashion

• EnCase software operates at the 
disk and memory levels, ensuring 
your investigation is not limited to 
what the OS is able to see

• Provide cutting-edge acquisition 
capabilities, including metadata 
preservation on individual files

• Create logical evidence files 
preserving only relevant data — 
no need to capture the entire 
hard drive unless you wish to do 
so

• Capabilities map to GLBA 501b, 
Sarbanes-Oxley, SB1386, HIPAA 
and ISO27001 requirements

CASE STUDY #1:  

CORPORATE FRAUD INVESTIGATION 
Recovery of previously deleted documents in investigation leads to terminations  
and criminal charges

A large multinational corporation was accused of questionable financial reporting 
by the Securities and Exchange Commission, resulting in an investigation by a major 
independent consulting company. The goal of the investigation was to determine if 
the CFO had ordered his staff to alter or destroy transactions to help the company’s 
financial position appear more favorable. EnCase Endpoint Investigator was used to 
perform an exhaustive search of all computer records within the company’s large 
finance division.

It was soon discovered that management had ordered staff to destroy key 
documents. However, some employees did not fully comply with the order, making 
the files easy to recover. The entire process occurred covertly, without impacting 
business operations or productivity. Enough information was recovered to 
reconstruct the actual events and prove that numerous high-level managers had 
schemed to alter the records of the company. The suspected staff members were 
terminated and criminal charges were brought against them. The company was left 
unscathed.

CASE STUDY #2:  

HR INVESTIGATION 
Investigation team uses EnCase Endpoint Investigator to verify reported allegations 

A large financial institution routinely uses EnCase Endpoint Investigator to investigate 
corporate computer usage policy violations. EnCase Endpoint Investigator is part of 
a process to discreetly investigate and verify allegations of computer usage policy 
violations, performance issues and other policy violations. On a case-by-case basis, 
Human Resources notifies the company’s investigation team of reported allegations. 
Investigators then use EnCase Endpoint Investigator to investigate and analyze 
employee actions, which might include inappropriate material, e-mail abuse, instant 
messaging and other non-business related activity.

EnCase Endpoint Investigator captures evidence, documents its findings and 
produces reports with supporting evidence that’s submitted to relevant parties. This 
information is critical in proving or disproving the allegations against employees. The 
solution not only provides verifiable support of the allegations, but it enables the 
employee investigation process to be discreet and thorough, while minimizing the 
potential for any employee ill-will during investigations.



“The software paid for itself 
in the first use, saving us 
more than 85%, created 
instant ROI, and helped 
us establish an internal, 
repeatable, systemized, 
and defensible process in 
compliance with the Federal 
Rules of Civil Procedure”

Senior Litigation Counsel, 
Fortune 100 company 

“The non-disruptive element 
of EnCase minimized the 
financial, commercial and 
operational impact of the 
leaked IP, and accelerated 
succesful resolution of the 
incident.”

—CEO and President,
Global 100 Entertainment Firm

ADD THE FOLLOWING TO ENCASE ENDPOINT INVESTIGATOR, 
COMPLETING YOUR INVESTIGATIVE INFRASTRUCTURE...

Enables better case strategy decision – faster, while reducing risk with 
EnCase® eDiscovery

Reduce Risk

• Ensures organizations are able to meet legal obligations for ESI preservation. 

• Gain internal capability to issue custodian notifications, quickly preserve ESI, 
and track the legal hold process.

Cost Reduction

• Obtain 90% e-discovery cost reduction from identification and collection through 
attorney first-pass review with more targeted and accurate ESI collection.

Efficient Business Process

• Provides a fully integrated, defensible, repeatable and automated process. 

• Ensures legal obligations are met with complete preservation of all data.

Expose and Recover From Undiscovered Threats and Secure Sensitive Data 
with EnCase® Cybersecurity

Identify and analyze undiscovered threats — Expose iterations of polymorphic 
or metamorphic malware, packed files, and other advanced hacking techniques that 
evade traditional network- or host-based defenses 

Secure Sensitive Data —  Search across network for sensitive or confidential data 
(such as credit card numbers, account numbers, or intellectual property) 

Thorough remediation —  Mitigate risk by wiping sensitive data from unauthorized 
locations, and removing malware and malware artifacts from hard drives, RAM, and 
the Windows Registry 

Disk-level forensic access of data —  Complete visibility into endpoint risk, with 
the ability to compare endpoints against a trusted baseline and/or an included hash 
database (both whitelist and blacklist)
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?
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CAN YOU RESPOND IMMEDIATELY TO INVESTIGATE SUSPICION OF FRAUD, 
HARASSMENT ALLEGATIONS, SUSPICIOUS ACTIVITY OR POLICY VIOLATIONS?

WITHOUT ENCASE TECHNOLOGY...

NO

YES!

WITH ENCASE TECHNOLOGY...

Inability to accurately identify 
fraud, HR violations and 
insider threat risks due to 
lack of centralized visibility 
across entire network

High costs associated 
with conducting manual 
investigations on-site 
resulting inlost productivity

Complete visibility across 
the network exposes 
operational risks and 
mitigates threats

Reduce costs and increase 
productivity by performing 
investigation and collection 
from a central location 



                      

About Guidance Software (NASDAQ: GUID) 
We exist to turn chaos and the unknown into order and the known—so that companies and their customers can go about their daily 
lives as usual without worry or disruption, knowing their most valuable information is safe and secure. Makers of EnCase®, the gold 
standard in digital investigations and endpoint data security, Guidance provides field-tested and court-proven applications that have 
been deployed on an estimated 25 million endpoints and work in concert with several other leading enterprise technologies.
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