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Lastline Detonator
Empower your existing endpoint and network 

security with advanced malware protection

Highlights  

•  Integrate with existing security 
systems optimize incident 
response workflows and 
reduce exposure gaps

• Deep Content Inspection™ 
detects evasive threats others 
miss and delivers superior 
visibility into threats and their 
actions

• Analyze suspicious objects 
(web, email, files, and mobile 
apps) in real time

• Support for Windows, Android 
and Mac OS X 

• License per user to budget 
predictably - not by location, 
appliance or bandwidth

• Install software on standard 
server hardware or virtual 
instances

Overview 
Lastline Detonator makes it possible to integrate unique breach detection and 
advanced threat detection capabilities seamlessly into your existing security 
portfolio. It leverages years of research to identify and analyze evasive 
malware and web threats.
      
Lastline Analyst offers protection the sophisticated and highly-evasive attacks 
being deployed today -- attacks that evade NGFW, UTM, IPS, and even legacy 
sandbox technologies. 

Superior Detection with Deep Content Inspection 
Lastline detects unknown threats (APTs, ATAs, zero-days, etc.) specifically 
designed to evade popular first-generation APT sandbox appliances. When 
compared to competing approaches such as virtualization and OS emulation, 
Lastline’s Deep Content Inspection provides superior visibility into unknown 
malware behavior and is also the most difficult for malware to evade. The 
harder malware tries to hide, the easier it is to detect. 

Supercharge Your Infosec Tools
Lastline Detonator is designed to complement existing security infrastructure 
by delivering advanced malware detection and protection power and threat 
intelligence to existing security products, processes, and workflows. Firewalls 
and NGFWs (Next Generation Firewalls), IPS (Intrusion Prevention Systems), 
SWGs (Secure Web Gateways), SEGs (Secure Email Gateways), and endpoint 
protection agents can implement policies to protect devices and block traffic 
based on detected malware. Protection spans the whole enterprise – with 
content analyzed across operating systems (Windows, Mac OS X, and 
Android).

Scale Predictably to Protect All Users and Locations 
Lastline’s flexible software-based platform allows organizations to scale their 
breach defenses on a predictable basis, from a single location to an infinite 
number of remote, branch, and mobile offices. Licensing costs are not inflated 
by location, appliance or bandwidth. And for enhanced protection against 
network-borne threats and even deeper visibility, you can upgrade to Lastline 
Enterprise.
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Smarter Management 
Lastline Detonator delivers more intelligent breach analysis information to your existing security 
management tools, making it possible to see the signal and ignore the noise. Lastline Detonator enables 
existing solutions to respond immediately to a threat, protecting organizations and users from further 
compromise. Integration with various other security management tools enables organization-wide 
response. The Lastline Knowledge Base (LLKB), Lastline’s complete and structured repository of malware 
data, can be used to complement Lastline Analyst by providing search tools to query through any 
combination of malware attributes.

Flexible Hosted and On-premise Options
Lastline Analyst can be accessed through either an on-premise solution or through a hosted option. If 
your Enterprise is restricted by strict privacy laws and policies, deploy on-premise and install in your data 
center. Network behavior models associated with malware will be regularly downloaded from Lastline. 
Alternatively, choose the hosted deployment model and quickly deploy in Lastline’s cloud.

About Lastline, Inc.
Lastline is innovating the way companies detect active breaches caused by advanced persistent threats 
and evasive malware with its software-based Breach Detection Platform. Lastline’s open architecture 
integrates advanced threat defenses and intelligence into existing operational workflows and security 
systems. Inspection of suspicious objects occurs at scale in real-time using a full-system emulation 
approach to sandboxing that is superior to virtual machine-based and OS emulation techniques. Lastline’s 
technology correlates network and object analysis to achieve timely breach confirmation and incident 
response. Lastline was built by the creators of Anubis and Wepawet, who have pioneered novel malware 
detection techniques, alongside industry veterans with decades of experience focused specifically on 
advanced breach weaponry and tactics.

Lastline is headquartered in Redwood City, California with offices throughout North America, Europe and 
Asia. Lastline’s platform is used by global managed security service providers, Global 2000 enterprises, and 
leading security vendors worldwide. To learn more, visit www.lastline.com.
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