
Thycotic Solution Overview

SECURE & AUDIT 
ADMINSTRATOR ACCOUNTS 

Discovering and Identifying end users 
with local administrative rights is the 
first step to a more secure desktop. Once 
discovered, policies can be implemented 
to remove administrator rights from end 
users and take the first step towards a least 
privilege security model. 

Once undesired administrator accounts 
are removed, there is still the need to 
secure the authorized local administrator 
account(s). To avoid problems with 
a single password that works on all 
instances of local administrative accounts 
in your environment, Endpoint Security 
Remediation Suite tightens security in your 
environment by automating the cycling 
of administrative passwords and ensures 
that every instance of a managed account 
in the environment has a randomized 
password with audited disclosure.

FLEXIBLE APPLICATION 
WHITELISTING

Application security is not always simple 
black and white decision. Trusted 
applications are allowed to run and 
unknown applications are restricted 
or denied thereby protecting against 
unauthorized or malicious software. 

• Create dynamic white lists using 
reference systems, managed software, 
trusted sources, and file owners to 
simplify the management of a dynamic 
software environment.

• Apply a broad set of flexible, “Greylist” 
actions to software that is potentially 
trusted, but not in the whitelist. Such 
actions include: 
- Limiting process privileges 
- File access protection 
- Application sandboxing through   
  execution virtualization

• Block unauthorized applications

ENDPOINT SECURITY  
REMEDIATION SUITE

ENDPOINT SECURITY 
REMEDIATION SUITE 
Endpoint Security 
Remediation Suite provides 
privilege management, 
application control, 
administrative user 
management, and security 
compliance remediation 
across your entire Windows 
endpoint environment. 

Comprehensive Windows Hardening
Thycotic Endpoint Security Remediation Suite hardens Windows systems by 
discovering and removing unnecessary end user administrator rights, managing 
and auditing authorized administrator accounts, executing applications with 
least privilege, flexible whitelisting, and automating the remediation of security 
configurations.

Gartner notes savings of $653 per computer per years 
when well-managed and locked down.
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Endpoint Security Remediation Suite Overview

LEAST PRIVILEGE 
COMPUTING

You can significantly tighten security 
and limit vulnerability exposure with 
the Endpoint Security Remediation 
Suite by limiting the privileges 
associated with an application. In an 
environment where users are not local 
administrators, elevated rights can 
be assigned to specific applications, 
allowing them to run successfully. 

In an environment where end users 
are administrators, rights can be 
reduced on applications including 
Internet-facing applications to reduce 
the chances that malicious code can be 
run in your environment. 

AUTOMATED SECURITY 
REMEDIATION 

Traditional vulnerability and compliance 
audits require the time-consuming 
process of interpreting the results, 
applying a remediation, and waiting for 
the next scan to measure success. With 
the Endpoint Security Remediation Suite, 
the challenge of remediation is simplified. 

Endpoint Security Remediation Suite 
leverages industry standards such as 
the Security Configuration Automation 
Protocol and Open Vulnerability 
Assessment Language to assess and score 
the configuration state of machines. 
Security profiles are easily downloaded 
from the United States National Institute 
of Standards or imported from a file. 
Once downloaded or imported, these 
profiles can be edited and assessed for 
compliance.

• Predefined remediation actions for the 
rules in industry standard checklists

• Customized remediation actions can be 
defined using scripts and built-in tasks

• When rules are found to be out of 
compliance in an assessment, the 
remediation job is created and ready to 
execute pendiang approval

EXTEND YOUR ALTIRIS & 
SYMANTEC INVESTMENT
Thycotic solutions are natively 
integrated into the Symantec 
Management Platform and 
leverage your investment in 
the platform. This reduces your 
overall cost and increases ROI.  


